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The information contained in this document is subject to change without notice
and may not be suitable for all applications. While every precaution has been
taken to ensure the accuracy and completeness of this document, Vertiv
assumes no responsibility and disclaims all liability for damages result from use
of this information or for any errors or omissions.

Refer to local regulations and building codes relating to the application,
installation, and operation of this product. The consulting engineer, installer,
and/or end user is responsible for compliance with all applicable laws and
regulations relation to the application, installation, and operation of this product.

The products covered by this instruction manual are manufactured and/or sold
by Vertiv. This document is the property of Vertiv and contains confidential and
proprietary information owned by Vertiv. Any copying, use, or disclosure of it
without the written permission of Vertiv is strictly prohibited.

Names of companies and products are trademarks or registered trademarks of
the respective companies. Any questions regarding usage of trademark names
should be directed to the original manufacturer.

Technical Support Site

If you encounter any installation or operational issues with your product, check the pertinent section of this
manual to see if the issue can be resolved by following outlined procedures.

Visit https://www.vertiv.com/en-us/support/ for additional assistance.

Proprietary and Confidential ©2024 Vertiv Group Corp.


https://www.vertivco.com/en-us/support/

Vertiv™ vSphere Plugin Installer/User Guide

TABLE OF CONTENTS

TProduct OVerVieW ... 1
10 Features and AdVantagES . ... .o 1
1.2 SUPPOrted VSPNEre VerSION .. . 1
1.3 Thermal INSight VersioN .o 1
T4 SYStEM REQUITEMIENTS e 1

LA HATAWAIE 1

TA2 NETWOTK oo 1
2Installation ... 3
2.0 User ACCOUNT RegiSTratiON .o . 3

2 REGI S AT ON 3

212 Download the VSphere PIUGin . .. 3
22 vSphere Plugin Installation ... ... 4
3Setting Up the Application ... ... 1
371 vSphere Plugin Initialization ... . M

310 Logging int0 PIUGIN L. M

312 vSphere Mode Initialization ... . 13

313 VxRail Double-vSphere Mode Initialization ... ... .. 16
B2 VSPNErE MOOE ... 18

321 Associate servers and thermal deviCes ............. ... 18

322 Setting alarms for a single SerVer ... 21

323 Thermal deviCe alarm ... . 24

324 Displaying the Thermal Insight device information ... ... . . 31

B2 Alarm AelaY o 33
3.3 VxRail Double-vSphere Mode ... . 35

3.3.1 Associate VxRail cluster with thermaldevice ............ ... ... 35

3.32 Associate VxRail cluster with alarm of thermal device ...................... 38

B33 AlAIM AEIaY 40

334 Shutdown polling configuration ... .. 42

335 Alarm-Triggered ShUtdOWN PrOCESS ... ... o i 43
4Troubleshooting ... .. ... . 45
471 Uninstall the SOftWare ... ..o 45
4.2 COMMON ISSUB ... et 45
AP ENAICES .. 47
Appendix A: Technical SUPPOrt and CONTACES ... ... i 47

Proprietary and Confidential ©2024 Vertiv Group Corp.



Vertiv™ vSphere Plugin Installer/User Guide

This page intentionally left blank

ii Proprietary and Confidential ©2024 Vertiv Group Corp.



Vertiv™ vSphere Plugin Installer/User Guide

1 Product Overview

Vertiv™ vSphere Plugin is a thermal management application that enables you to view the air conditioning data of Vertiv™
Thermal Insight in vSphere. It also provides alarms alerts from Thermal Insight.

1.1 Features and Advantages

Features and advantages of the plugin are:

e Simple deployment and operation
e Centralized access to air conditioning readings

e Upload refrigeration device alarms to vSphere and users can configure relevant measures to protect the server

e Monitoring capabilities
1.2 Supported vSphere Version

vSphere 6.7 and 7.0.

1.3 Thermal Insight Version
Thermal Insight 1.0.0 and above.
1.4 System Requirements

The following are hardware and software pre-requisites for the installation of the vSphere plugin.

1.4.1 Hardware

e Anormal vSphere environment, with at least one cluster and three servers under vSphere

e Atleast one server to run a virtual machine with 2CPU, 2G memory and 8G hard disk

1.4.2 Network

e Plugin network to access Thermal Insight

e  Pluginto runinthe vSphere network environment

1Product Overview Proprietary and Confidential ©2024 Vertiv Group Corp. 1
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2 Installation

2.1 User Account Registration

If vSphere Plugin is the first Vertiv software you want to download, then you need to register on the Vertiv software download
portal. After registration, you can download and install the latest version of the application.

NOTE: A user can download the software if they already have an account.

2.1.1 Registration

1. Navigate to www.Vertiv.com in the web browser and hover your mouse over the Support tab.

2. Click Software/Firmware Updates, then click the Software Product Downloads menu option. The Software
Download page appears. Locate the Vertiv™ Thermal Insight Software Download on the page.

3. Click View Details and click the Register menu option.

NOTE: Do not close the web page. The web page automatically refreshes and displays a registration form, Create an
Account for Infrastructure Management Software registration form. Use this form to enter account activation code.

4. Enter the mandatory field details, provide a valid email address, and agree to the terms of use. Click the Create
Account.

An activation code is sent to the email address you provided. Check your email.

6. Enter the activation code in the Code field on the Create an Account for Infrastructure Management Software
registration form and click Submit.

2.1.2 Download the vSphere Plugin

1. Followthe step Tand 2 as mentioned in Registration above . Click vSphere Plugin for Thermal Insight.

2. A new window appears in the browser as shown in Figure 2.1 on the next page.

2 Installation Proprietary and Confidential ©2024 Vertiv Group Corp. 3
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Figure 2.1 Log in Window

Hi. [chaotec123] Latest Releases Log off

Login.

Please login to verify your access to Software files.

9 I - The user name field is required.

ﬂ . The password field is required.

WARNING: Your account will be locked after 5 incorrect login attempts. Please Click “Forgotten Username or
Password” to recover your credentials, if needed.

Create an Account

3. After entering the previously registered User name and Password, click the LOG IN button.

4. Click the Download option. Once the application is downloaded, you can install the thermal management
application.

NOTE: For more information on account registration and application download, refer to the Software Download
section of Vertiv™ Thermal Insight User Manual SL-71140.

2.2 vSphere Plugin Installation

Follow these steps to install the vSphere plugin to generate a virtual machine and set the IP address of the virtual machine
manually or automatically.

1. Enter vSphere, select a host, deploy the plugin service, and upload the plugin package.

NOTE: Ensure that you have downloaded the plugin installation package and OVA file from the www.Vertiv.com.

4 Proprietary and Confidential ©2024 Vertiv Group Corp.
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Figure 2.2 Uploading Installation Package

Deploy OVF Template

1 Select an OVF template

Select an OVF template X

Select an OWF template from remote IURL or local file system
Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your
computer, such as a local hard drive, a network share, or a CD/DVD drive.

O uURL

http | https:/remot:

@® Local file

UPLOAD FILES vertiv-vcenter-plugin.ova

CANCEL NEXT

2. Select the name and folder of the plugin virtual machine by specifying a unique name and target location.

Figure 2.3 Virtual Machine Name - Plugin Setup

Deploy OVF Template

| 1 Select an OVF template

2 Select a name and folder

Select a name and folder X

Specify a unique name and target location

Wirtual machine name: vertiv-vcenter-plugin

Select a location for the virtual machine

~ [ 10.146.100.15
bl Bz TAF_Test_DataCenter

CAMNCEL BACK NEXT

2 Installation
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3. Select the host on which the virtual machine is deployed.

Figure 2.4 Selecting the Host

Deploy OVF Template

1 Select an OVF template

2 Select a name and folder

3 Selec ompute resource

Select a compute rescurce

Select the destination compute resource for this operation

~ [H TAF_Test_DataCenter

-IF_SA_Cluster
[@ 10.146.100.1
[@ 10.146.100.13
[@ 10.146.100.14

X}

Compatibility

+ Compatibility checks succeeded.

BACK NEXT

CANCEL
NOTE: Select the Host for which virtual machine is installed on Windows.
4. View the details of the plugin upload.
Figure 2.5 Installation Package Information
Deploy OVF Template Review details %
Verify the template details
1 Select an OVF template
Publisher No certificate present
2 select a name and folder
Product Vertiv vSphere Plugin
3 Select a compute resource Version 3.0.0.0
Download size 12 GRB
Size on disk 2.7 GB (thin provisioned)
8.0 GB (thick provisioned)

Proprietary and Confidential ©2024 Vertiv Group Corp.
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5. Select the storage device on which the virtual machine is installed. Typically, it is installed on the VSAN store.

Figure 2.6 Virtual Machine Storage Selection

Deploy OVF Template Select storage X
Select the storage for the configuration and disk files
1 Select an OVF template Configure per disk group C‘
\:I Encrypt this virtual machine (Requires Key Management Server)
2 Select a name and folder
Select virtual disk format: As defined in the WM storage policy
3 Select a compute resource WM Storage Policy: [ Datastore Default v
Name Capacity Provisioned Free Type Cluster
4 Review details [ datastoret 98975 GB 371GB 986.98 GB VMFS 6
5 datastore1 (1) 98975 GB 37168 986,99 GB VMFS 6
5 License agreements -
I=l datastoret (2) 98975 GB 58313 GB 82031GB VMFS 6
vsanDatastore
6 Select storage 8 vsanDatastore

Compatibility

+/ Compatibility checks succeeded.

CAMNCEL BACK

6. Set up the virtual machine network. Specify the correct network configuration as follows:
NOTE: Do not enter the network configuration if the DHCP service is available.

NOTE: Do not fill the field of Host Name, IP Address, Netmask Prefix, and Gateway if you dynamically obtain the IP
through DHCP.

The IP Address, Netmask Prefix, Gateway, and DNS parameters only function if the Hostname is entered.

a
b. Hostname: Enter the host name if you need to set the IP statically.

c. IP Address: Enter the IP Address if you need to set the IP statically.
d. Netmask Prefix: Enter the Netmask Prefix if you need to set the IP statically.
e. Gateway: Enter the Gateway if you need to set the IP statically.

f. Specify the DNS and DNS Domain information in the binary if you need DNS service.
g. Root Password: Modify the password corresponding to root used by SSH.

NOTE: If a root password is not provided, the default password vertiv should be used.

h. Debugging: Activate debug mode to modify the photon-customization-debug.log and the bootstrap.log if
necessary.

2 Installation Proprietary and Confidential ©2024 Vertiv Group Corp. 7
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Figure 2.7 Setting Up the Virtual Machine Network

Hostname tostname of system.Leave blan if DHCP is
desired
IP Addrass IP Address of the system Leave blank if DHCP is
desired
101245312
Netmask Prefix CIDR notation (e.q. 24 for 255 255.255.C, 28 for

255.255.255.240) Leave blank if DHC? is desired

23
Gateway Gateway of the system.Leave blank if DACP is
desired
10.124.591
DNS DNS Server
DNS Demain DNS Domain
Credentials 1settings v

CANCEL ‘ BACK NEXT

Figure 2.8 Virtual Machine Network Selection

Deploy OVF Template

1 Select an OVF template

2 Select a name and folder
3 Select a compute resource
4 Review details

5 License agreements

6 Select storage

Select networks

Select a destination network for each source network.

Source Network Destination Netwerk
WM Network VM Netwark
m

IP Allocation Settings
IP allocation Static - Manual

IP protocol IPv4

1items

7 Select networks

CAMNCEL BACK NEXT
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Deploy OVF Template Customize template

Customize the deployment properties of this software solution.

1 Select an OVF template ‘ @ Al properties have valid values

2 Select a name and folder v Networking
Hostname

3 Select a compute resource

4 Review details
IP Address

5 License agreements

6 Select storage MNetmask Prefix

7 Select networks

8 Customize template Gateway

Hostname of system.Leave blank if DHCP is desired.

P Address of the system.Leave blank if DHCP is desired

CIDR notation (e.g. 24 for 255.255.255.0, 28 for
255.255.255.240) Leave blank if DHCP is desired

Gateway of the system.Leave blank if DHCP is desired

CAMNCEL BACK

Figure 2.10 Virtual Machine Information View

Deploy OVF Template Ready to complete

Click Finish to start creation

9 Ready to complete

1 Select an OVF template
Name vertiv-vcenter-plugin-3.0.0-feature. 12-SNAPSHOT-LL
2 Select a name and folder
Template name vertiv-vcenter-plugin-3.0.0-feature 12-SNAPSHOT
3 Select a compute resource Download size 12 GB
Size on disk 8.0 GB
4 Review details -
Folder TAF_Test_DataCenter
5 License agreements
Resource XIAN_-1F_SA_Cluster
6 Select storage Storage mapping 1
All disks - . N . . - , Solicy
7 Select networks Datastore: vsanDatastore; Format: As defined in the WM storage policy
Network mapping 1
8 Customize template
VM Network WM Network

CANCEL BACK FINISH

When DHCP automatically assigns an IP address: After the virtual machine is deployed, start the virtual machine

and wait for DHCP to assign an IP address.

If you manually set the IP address: After the virtual machine is deployed, the IP address of the startup virtual

machine can be used.

2 Installation Proprietary and Confidential ©2024 Vertiv Group Corp. 9
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Figure 2.11 Virtual Machine IP Address

g8 @9
[ 10.146.100.15

~ [f TAF_Test_DataCenter
~ [ XIAN_-IF_SA_Cluster

[ 101 2

(& 10.146.100.1:

[® 10.146.10

(3 Centos 7.6 51 (10.14

3 centos7.6 Sl (10.146....

ﬁ! vertiv-power-insight-...

@ vertiv-vcenter-plugin

ﬁ! WindowsServer 201..

E_‘; WindowsServer 201
@ WindowsServer 201

ﬁ! WindowsServer 201...
ﬁ! WindowsServer 201...

{71 WindowsServer 201

re vCenter Ser...

& vertiv-vcenter-plugin-3.0.0-feature. 11-SNAPSHOT-apollo

summary Monitor

iy

LAUNCH WEB CONSOLE

LAUNCH REMOTE CONSOLE @ C\ G}

VM Hardware

> CPU

> Memory

> Hard disk 1

Configure

o i
Permissions Datastores Networks Snapshots Updates

Guest OS: VMware Photon OS (64-bit)
Compatibility: ESXi 6.7 and later (VM version 14)
VMware Tocls: Running, version:11333 (Guest Managed)

MORE INFO
DNS Name: photon
IP Addresses: 10.146.101.159

VIEW ALL 4 IP ADDRESSES
Host 10.146.100.12

~ Notes
S Edit Notes...

|:| 2 GB, 0.08 GB memory active

Custom Attributes
8GB

ACTIONS

v

7. Login to the plugin registration interface.

After starting the plugin virtual machine, enter the plugin IP address in the browser and enter the plugin service web interface
for registration and authentication.

Proprietary and Confidential ©2024 Vertiv Group Corp.
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3 Setting Up the Application

3.1 vSphere Plugin Initialization

In order to make the vSphere plugin work properly, and to be able to view the device signals and alarms monitored by the
Vertiv software on vSphere through the plugin, and to trigger the actions of the virtual machines or hosts based on the alarms,
you need to initialize the vSphere plugin first. In the vSphere mode (mode without the VxRail environment), the vSphere
plugin needs to be initialized with information about the Vertiv monitoring software and the vSphere system. In the VxRail-
double vSphere mode, the vSpere plugin needs to be initialized with information about the Vertiv monitoring software, the
workload vSphere system, and the load VxRail Manager system.

3.1.1 Logging in to plugin

Enter the plugin IP address in the browser to access the web services of plugin, for example: https://1.1.1.3/#/.
1. Enter the User Name and Password to login.
The default login credentials are:

o Default User Name; admin

e Password: vertiv@1234

Figure 3.1 Login to Plugin Window

W9 VERTIV

User Name

admin

Password

Restore Password

3 Setting Up the Application Proprietary and Confidential ©2024 Vertiv Group Corp. M
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2. Afterlogging in the first time with default credentials, you are required to change your password. Change the
password in the user drop-down menu in the upper right corner of the interface. The default username, admin,
cannot be modified. See Figure 3.2 below and Figure 3.3 below.

Figure 3.2 Change Password for the First Time Window

Please change your password when logging in for the first time!

Figure 3.3 Modify Password Window

% vSphere plugin admin ~
- About
o Step 1: Vertiv Software Registration Change Password,
Log Out
Vertiv Software Registration
Configure Ve e settings to allow
communicat th the Plugin
Vertiv Software Host Name/IP
Vertiv Software API key
C67Hx
Vertiv Software API secret
Thermal Insight 1.0.1-SNAPSHOT

12 Proprietary and Confidential ©2024 Vertiv Group Corp. 3 Setting Up the Application



Vertiv™ vSphere Plugin Installer/User Guide

3. Remember your changed password. If you lose your password, click on the Restore Password, and you can reset
it to the default password as vertiv@1234.

Figure 3.4 Password Reset Screen

V¢ VERTIV

User Mame

Password

Reset Password

3.1.2 vSphere Mode Initialization

Step 1: Register the Thermal Insight to vSphere plugin.

1. Enter the required information in the IP address, Thermal Insight API Key, and Thermal Insight API Secret fields
according to the interface prompts.

2. Click Install to register.To obtain the Vertiv software APl key and the Vertiv software APl secret, go to Thermal
Insight's System settings and select Integrated Management. For more details, refer to the Vertiv’™ Thermal
Insight User Manual SL-71140.

3 Setting Up the Application Proprietary and Confidential ©2024 Vertiv Group Corp. 13
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Figure 3.5 Plugin Registration Window

% vSphere plugin admin ~

@ Step 1: Vertiv Software Registration

Vertiv Software Registration

Vertiv Software Host Name/IP
Vertiv Software API key

Vertw Software API secret

After completing registration, click Next to enter the Select Integration Mode page, as shown in Figure 3.6 below.

Figure 3.6 Successful Registration Window for Thermal Insight

&% vSphere plugin admin ~

o Step 1: Vertiv Software Registration

Vertiv Software Registration

Configure Vertiv software settings to allow

communicati ith the Plugin

Vertiv Software Host Name/IP

0.169.82.65

Vertiv Software AP key

DIEC6THx

Vertiv Software API secret

Thermal Insight 1.0.1-SNAPSHOT

14 Proprietary and Confidential ©2024 Vertiv Group Corp. 3 Setting Up the Application
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Step 2: Select the vSphere Mode.

After Thermal Insight is registered, there are two modes to Select Integration Mode: vSphere Mode (selected by default) and
VxRail Double-vSphere Mode, as shown in Figure 3.7 below.

Figure 3.7 Select Integration Mode Window

&% vSphere plugin admin ~

e Step 2: Select Integration Mode )

Welcome to Thermal Insight - vSphere plugin

Thermal Insight - vSphere Plugin is a thermal management application plug-in. After successful registration, you can view thermal device alarms from
Thermal Insight in vSphere and configure alarm rules. We will guide you how to configure the vSphere plugin based on actual scenarios.

@® vSphere Mode

Traditional vSphere mode(no VxRail environment) phere. In order to monitor thermal device

d VMs are managed through one

alarms in vSphere in this mode, configuration ation from Thermal Insight and vSphere appliance needs to be entered in vSphere Plugin

O VxRail Double-vSphere Mode

Plugin application services and Thermal Insight application services are not deployed in the VMs of the workload VxRail cluster, but in other
separately powered vSphere hyperconverged clusters. In order to monitor thermal device alarm: ere in this mode, configuration
information for Thermal Insight, workload vSphere appliance and Vxrail Manager needs to be entered in vSphere plugin.

Previous Next

Step 3: Register the vSphere to Plugin.

e Enter the required information in the vSphere IP/Host Name, vSphere User Name, vSphere Password, and
vSphere Plugin IP/Host Name fields.

e Click Register.

3 Setting Up the Application Proprietary and Confidential ©2024 Vertiv Group Corp. 15
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Figure 3.8 vSphere Mode Registration Window

% vSphere plugin admin -

© step 3 vSphere Registration

vSphere Mode

vSphere Registration

vSphere IP/Host Name
vSphere User Name
vSphere Password

Vertiv Plugin IP/Host Name

not be used normally if the registration is not completed

3.1.3 VxRail Double-vSphere Mode Initialization

To register VxRail Double-vSphere Mode, follow the prompts after logging in to the plugin.
Step 1: Register Thermal Insight to vSphere plugin.

e Enter the required information in the vSphere IP/Host Name, vSphere User Name, vSphere Password, Vertiv
Plugin IP/Host Name fields.

e Click Register.
Step 2: Select the VxRail Double-vSphere Mode.

After Thermal Insight is registered, there are two modes to Select Integration Mode: vSphere Mode (selected by default) and
VxRail Double-vSphere Mode, as shown in Figure 3.7 on the previous page.

Step 3: Register the vSphere and VxRail to plugin
To register the vSphere, follow the Step 3: Register the vSphere to Plugin. on the previous page .
To register the VxRail Manager:

1. Enter the required information in the VxRail Host Name/IP, VxRail User Name, VxRail Password fields.

2. Click Register.

16 Proprietary and Confidential ©2024 Vertiv Group Corp. 3 Setting Up the Application
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Figure 3.9 Vxrail Double-vSphere Mode Registration Window

o9 vSphere plugin admin ~

e Step 3: vSphere Registration
Vxrail Double-vSphere

vSphere Registration VxRail Manager Registration
vSphere IP/Host Name ViRail Host Name/IP

vSphere User Name VxRail User Name

vSphere Password VxRail Password

Vertiv Plugin IP/Host Name

=2

0% of the registration process is completed, the software cannot be used normally if the registration is not completed

NOTE: If the plugin registration fails, there may be two situations. First, the authentication information entered is
incorrect. Confirm the information and try again. Second, the plugin has been registered before. When the plugin was
previously uninstalled, the alarm information of the Vertiv air conditioning device was left in vSphere. Enter vSphere
to manually delete the global alarm and custom alarm of the Vertiv air conditioning device.

3 Setting Up the Application Proprietary and Confidential ©2024 Vertiv Group Corp. 17
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3.2 vSphere Mode

3.2.1 Associate servers and thermal devices

1. Fromthe vSphere interface, click Menu at the top of the page. Select the Host and clusters option, as shown in

Figure 3.10 below.

Figure 3.10 vSphere Menu

vm vSphere Client Menu v

6} Home
@ shorteuts

Hosts and Clusters ctrl + alt + 2

@ VMs and Templates

S storage +alt+4
@ Networking trl+alt+5  free
[ content Libraries

% Workload Management
[ Global Inventory Lists

[& Policies and Profiles
& Auto Deploy
@ Hybrid Cloud Services

<|> Developer Cente: <|> Developer Center

£ Administration

[ Ta:

Tasks

g Events

& Tags & Custom A
& Lifecycle Manager

Vertiv - Cooling Insight o
(» DRaas

@® vRealize Operations

£ 1014610015
@ 1014610013

@ 1014610014

javascriptvoido) _ Alarms

@& Administration Powered Off

Memory

0

Suspended

> Warnings

o
1
1
1
o

10.62 GB free
I

7 GB total

[ Hosts

3

Connected

&% Installed Plugins

£ VMware Cloud Director Availabiity

Mware Update Manager

Mware VSAN HS Client Plugin

Storage
8.28 TB free
-
117 T8 used | 9.45 T8 total

o o

Disconnected Maintenance

2. Select a host under the cluster and click to enter the current host summary interface. For example, 10.146.100.12
as shown in Figure 3.11 on the facing page.

Proprietary and Confidential ©2024 Vertiv Group Corp.
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Figure 3.11 Host Summary Interface

vm  vSphere Client Menu v

« [l IAN_F_SA_Cluster

R, 10.146.100.12

o

SI (10.146.100.27)
Pl (10.146.100.32

0.0-RCHLL
Ipha.1-SNAPSHOT-apollo
0-integrate 26-SNAPSHOT

Hardware
Manufacturer
Mode!
> crU
Memory
> Virtual Flash Resource
> Networking

> Storage

Tags

Assigned Tag

Alarms

Recent Tasks

g8 @9 [e 10.146.100.12 ACTIONS v
v (1014610015 Summary  Monitor  Configure  Permissions  VMs
¥ i TAF Test DataCenter = Hypervisor. re £5X,7.0.1, 17325551

Dell Inc.

PowerEdge R540
[ scpusx216Hz
(encmes
oB/08

localnost

2 Datastore(s)

Category

Datastores

Description

Networks  Updates

~ || configuration
Image Profile
> vSphere HA State

Fault Tolerance (Legacy)

Fault Tolerance

> EVCMode

Related Objects

Cluster

Custom Attributes

Auribute

AutoDeploy Machineldentry

Vertiv™ vSphere Plugin Installer/User Guide

~
(Updated) ESX c-1732555}-standard
v Running (Primary)
Unsupported
Unsupported
Disabled
~
T2 x1AN_1F_sA_Cluster
~

Value

3. Ifthe current host is not connected to the summary interface, the Vertiv-Thermal Insight interfaces prompts that

the device is not connected, as shown in Figure 312 below.

Figure 3.12 Summary Screen for Unbound Devices

Vertiv — Thermal Insight

® Unbound Dev

4. Switch to the configuration interface by clicking the Configure tab. Select Vertiv - Thermal Insight -Connected
Thermal Device in the left menu bar to enter the Vertiv configuration interface. See Figure 313 on the next page.

3 Setting Up the Application
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Figure 3.13 Device Association Interface

vm  vSphere Client

D @ 8 9 [¢ 10.146.100.12 ACTIONS v
] sur Monitor  Configure  Permissions ~ VMs  Datastores  Networks  Updates
N Connected Thermal Device
APPLY  CLEAR
The ipment List

Hardware

PCI Device

Firmware

Virtual Flash v

Vertiv - Thermal Insight v

Connected Thermal Device

Recent Tasks  Alarms

5. Figure 314 shows Thermal Equipment List. Click the check box from the Thermal Equipment List that needs to
be configured. Click APPLY in the upper left corner. The pop-up message Thermal Device connected with ESXi
host successfully is displayed. It indicates that the thermal equipment is connected to the server. Selecting a
device and clicking CLEAR will unbind the server from the device. See Figure 3.14 below.

Figure 3.14 Device Binding Successfully

vm vSphere Client

B 2 8 9 » 10.146.100.12 ACTIONS v
51014610015 Summary Monitor Configure  Permissions VMs Datastores  Networks  Updates
v
i - Default VM patibility
" N A_Cluste @ Thermal Device connected with ESXI host successfully
p File Location
0.146.100.12
— System " Connected Thermal Device
APPLY EA
e hern s

& 4
& 0 Device I
>
B cer (-]
&

Hardware v

Virtual Flash v

Virtual Fla
Verty - Thermal Insight
Recent Tasks  Alarms A

Repeat steps 2 through 5 as needed to bind devices to other hosts.
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3.2.2 Setting alarms for a single server

Overview

For the host level, we provide two types of alarms:
¢  Global alarms: These are the default Vertiv refrigeration device alarms installed by the plugin to all hosts under
vSphere when it is registered and installed in vSphere. It is not necessary to set the global alarm manually.

e Custom alarms: These alarms need to be selected from the list according to the refrigeration equipment by the
device to the host. Only the custom alarms installed on the device can be triggered on vSphere, and the linkage
actions preset in the alarm definition can be executed.

Functional module

View global alarms for vSphere level installations. When the plugin is installed, the global alarm gets installed on all hosts in
vSphere.

Figure 3.15 Host Installed Global Alarm
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To associate a custom alarm on the host:

1. Select Host in the left pane. Click the Configure tab, and then select Vertiv - Thermal Insight - Connected Alarms
menu option.

2. Inthe Connected Alarms page, list of custom alarms is displayed, select the alarm that needs to be installed on
the host, and then click Apply.
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Figure 3.16 Host Association Custom Alarm
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There are two ways to cancel the associated alarms:

e Delete the associated custom alarm in the Alarm Definitions page of the host.

e Uncheck the associated custom alarms in the Connected Alarms page, and then click Apply.
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Figure 3.17 Host Delete Custom Alarm
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Some custom alarms may have the same name as global alarms, but their scope of action is different. By default, the global
alarms are installed on all hosts and are effective for all hosts. Custom alarms are only effective for the associated Host.

If the global alarm and custom alarm installed by a host have the same name, it is recommended to disable the global alarm
manually on the host to avoid conflicts. If you are unable to disable global alarms on the Host, upgrade the vSphere system
version to 7.0.
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Figure 3.18 Host Alarm
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3.2.3 Thermal device alarm

Alarm definition

After the plugin is registered to vSphere, the pre-installed alarms are displayed under the vSphere - Configure - Alarm

Definitions page.

Figure 3.19 Alarm Definitions Window
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e Forthe newly added alarm definition, the Object type is the host, and the definition scope is the entire vSphere.

e 10.146.100.15 represents the name of vSphere.

e You can edit, disable/enable, and delete alarm definitions.

You can add some advanced operations to the alert rule when editing alarm rule. These operations are:
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e Entering the maintenance mode.

e Adding the exit maintenance mode.
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NOTE: Do not modify the IF rules. Otherwise, alarms will not be triggered. See Figure 3.20 below.

Figure 3.20 Edit Alarm Definition Window
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After configuring the alarms for a single server, the corresponding alarms will be displayed under the selected Server

Configure - Alarm Definitions list.
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Figure 3.21 Single Server Alarm Definitions List Window
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For newly added alarm definitions, the Object type is the host, and the definition scope is the current server.

NOTE: You can edit, disable/enable, and delete alarm definitions.

You can add advanced operations to the alert rule while editing. These operations are:

e Entering the maintenance mode

e Adding the exit maintenance mode

NOTE: All operations on this interface are only applicable to the selected server.

Trigger an alarm

After the device is connected as mentioned in vSphere Mode on page 18, vSphere displays the alarm information received

from Thermal Insight.

Figure 3.22 Summary Window
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The alarm name is displayed in the Summary tab.
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Figure 3.23 Monitoring-All Issue Window
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Figure 3.24 Monitoring - Triggered Alarm Window
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To view the details of triggered alarms:

1. Click Monitor tab, and then select Issues and Alarms menu option.

2. Click Triggered Alarms option.
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Figure 3.25 Alarm Rule Window
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When an alarm occurs, the alarm rules are executed, as shown in Figure 325 above. For example, an alarm operation is set for
sending emails, SNMP traps, run scripts, etc. It indicates that you have configured these options in advance.

NOTE: In this example, the Maintenance mode is selected. Entering the maintenance mode migrates the virtual
machines running on the server and then shuts down the server. For more details on the migration strategy of virtual
machines, visit https://www.vmware.com/products/vsphere/drs-dpm.html.

End of alarm

When the alarm is over, the alarm information in the Triggered Alarms page will no longer be displayed.
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Figure 3.26 Summary Window After an Alarm Ends
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Figure 3.27 Monitor - All Issues Window After the Alarm
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Click the Monitor tab and click on the All Issues and Triggered Alarms under Issues and Alarms to check the list of issues and
alarms. You will see the previous CRAC system and input overvoltage alarm is disappeared. See Figure 327 aboveand Figure
328 on the next page.
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Figure 3.28 Monitor - All Issues Window After the Alarm Ends
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vSphere will execute the Reset Rule in the Alarm Definition.

Figure 3.29 Reset Rules Window
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If the user is configured to send emails or scripts, it implies that these actions are executed when the alarm is triggered.
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3.2.4 Displaying the Thermal Insight device information

Host level summary interface

Once the device is connected, click Summary to return to the summary interface. The Summary area lists all the devices that
are connected to Vertiv — Thermal Insight.

Figure 3.30 Summary Window

Vertiv — Thermal Insight ~

> 10.146.102.66 CRAC

Click the > sign on the left of the device name view the detailed information of device, as shown in Figure 3.31 below.

Figure 3.31 Summary Expand Window
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Device Name 0.146.102.66

Device Mode Smart Cabinet ID Cooler

IP Address 0.146.102 .66

Host level monitoring page

To view the refrigerant equipment status, click the Monitor tab and select Vertiv - Thermal Insight - CRAC Status menu
option on the left side of the monitoring page, as shown in Figure 3.32 on the next page.

3 Setting Up the Application Proprietary and Confidential ©2024 Vertiv Group Corp. 31



Vertiv™ vSphere Plugin Installer/User Guide

Figure 3.32 CRAC Status Window
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The CRAC Status page displays the CRAC supply air temperature and return air temperature trend through the line chart.

Cluster level summary interface

You can view the thermal devices bound to host under the entire cluster level on the Cluster level Summary page, as shown in

Figure 3.33 below.

Figure 3.33 Cluster Level Summary Page
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Users can view the summary of all host bound devices on the current page.
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Cluster level monitoring page

You can view the refrigerant equipment operation status at cluster level when the current host device is connected. Select the
cluster in the left panel, and then click the Monitor tab. Now, select Vertiv - Thermal Insight - CRAC Status menu option, as
shown in Figure 3.34 below.

Figure 3.34 Cluster Level Monitoring CRAC Status Window
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To view the supply air temperature and return air temperature line graph of other host connected to the refrigerant
equipment, select a host name in the drop-down box displayed on the top right corner of the page.

3.2.5 Alarm delay

The alarm delay function triggers the alarm rules and prompts the alarm based on the delay time. For unnecessary impact on
vSphere, avoid the short interval between the generation and end of the alarm.

You can view the alarm delay interface in the menu Vertiv - Thermal Insight.
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Figure 3.35 Vertiv - Thermal Insight Window
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Alarm classification

Alarms are classified as:

e Global alarms: These are the default alarms which gets installed when the plugin is registered to vSphere.

e Custom alarms: These are extended alarms. It is used to configure special alarms for a single server.

The alarm data displayed in three columns indicates the alarm name, alarm type, and delay time (in seconds).

Modify delay

To modify the alarm time, enter the delay time (in seconds) in the text box, and then click Save.
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Figure 3.36 Global Alarm Configuration
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As shown in Figure 336 above, the delay time of the CRAC high voltage frequent alarms is modified to O seconds. It indicates
that the alarm will trigger immediately and the warning rule will be executed.

3.3 VxRail Double-vSphere Mode

3.3.1 Associate VxRail cluster with thermal device

1. From the vSphere interface, click Menu at the top of the page. Select the Host and clusters option, as shown in
Figure 3.37 on the next page.
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Figure 3.37 vSphere Menu
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2. Select one of the VxRail cluster from the list and click on it. The VxRail cluster interface will appear on the right

side, as shown in Figure 3.38 below.

Figure 3.38 VxRail Cluster Window
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3. From the VxRail cluster interface, click Configure and click Connected Thermal Device under Vertiv - Thermal
Insight. The Connected Thermal Device window will appear. Select the device from the Device List that is used
for cooling the current VxRail cluster and click CONFIRM BINDING, as shown in Figure 3.39 on the facing page.

Proprietary and Confidential ©2024 Vertiv Group Corp.

3 Setting Up the Application



Vertiv™ vSphere Plugin Installer/User Guide

Figure 3.39 Binding Thermal Device
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4 CONFIRM BINDING

After binding, the pop-up message appears to confirm that the thermal device is connected with the VxRail
cluster. In order to trigger actions according to the alarms of thermal device, you also need to bind the alarms of
device with the current VxRail cluster.
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Figure 3.40 Binding Device Successfully
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3.3.2 Associate VxRail cluster with alarm of thermal device

After binding the device, you need to manually select critical alarms and important warnings that need to be monitored before
you can monitor the alarms of the thermal device in vSphere.

To select the critical alarms and important warning:

1.

2.

38

Select and click on the VxRail cluster to open the VxRail cluster interface.

From the VxRail cluster interface, click Configure and click Connected Alarms under Vertiv - Thermal Insight. A
new window for Connected Alarms will appear.

The connected alarms are dived into two type:

e Critical Alarm

e |Important Warning
Click on the checkbox to select the Critical Alarm and Important Warning.
Click CONFIRM BINDING in the lower right corner to take effect.

If the alarms occurring in the thermal device are among the selected alarms, it can now trigger the shutdown of
the Vxrail cluster. See Figure 341 on the facing page for the alarm binding process.
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To uncheck an alarm that has been bound, click on the checkbox again that has been checked on the same page. Click
CONFIRM BINDING to uncheck the alarm, as shown in Figure 342 on the next page.
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Figure 3.42 Cancelling Bound Alarms
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3.3.3 Alarm delay

The alarm delay function allows for the alarm rules and alarms to be triggered after a period of time has elapsed since the
actual occurrence of the alarm. This is to avoid unnecessary impact on the VxRail cluster caused by short alarm intervals.

To set the alarm delay function:

1. Click Menu and select Vertiv — Thermal Insight to open the Alarm activation time configuration interface. See

Figure 3.43 on the facing page.

Proprietary and Confidential ©2024 Vertiv Group Corp.

3 Setting Up the Application



Vertiv™ vSphere Plugin Installer/User Guide

Figure 3.43 Alarm Activation Time Configuration
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2. You can set the delay time of each alarm. The default delay time of each alarm is 15 seconds, which means if
these alarms are triggered and lasted more than 15 seconds, the VxRail cluster shutdown function will be
triggered. If the alarms end within 15 seconds, the shutdown process will not be triggered. The maximum
configuration period is 86400 seconds (24 hours).
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Figure 3.44 Modifying Alarm Delay Time
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3.3.4 Shutdown polling configuration

When Vertiv vSphere plugin triggers VxRail cluster to shut down, the plugin will shut down the user virtual machine first, and
then shut down the system virtual machine and physical cluster. If the user virtual machine cannot be shut down, the
subsequent shutdown process will not be performed. Polling is a process to confirm whether the user virtual machine has
been shut down completely.

To configure the polling time and interval:

1. Click Menu, and click the Vertiv - Thermal Insight.

2. The configuration is divided into two parameters: one is the polling intervals (range: 60 to 600, unit: seconds),
and the other is the number of polls (range: 5 to 20). Enter the value in the Polling Intervals and Number of polls,
see Figure 345 on the facing page.
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Figure 3.45 Shutdown Polling Configuration Window
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3. Click SAVE to set the polling configuration. After entering the shutdown process in VxRail Double-vSphere
Mode, the plugin will repeatedly seek confirmations from VxRail Manager according to the number of polls and
the polling interval until all the virtual machines of the user are shut down.

3.3.5 Alarm-Triggered shutdown process

In VxRail Double-vSphere Mode, the VxRail cluster that will be shutdown due to thermal device alarms is called workload
VxRail. The Vertiv plugin and Thermal Insight need to be installed in another VxRail cluster environment, called management
VxRail.

After the thermal device generates an alarm, if the alarm meets the existing alarm configuration (conforms to the connected
thermal devices, the connected alarms, and is not cleared after the alarm delay time has passed), vSphere will display the
alarm information received from Thermal Insight and start the shutdown process:

1. The plugin first shuts down all user virtual machines in the workload VxRail, leaving only the system virtual
machines running.

2. After the plugin sends a shutdown command to the workload VxRail Manager, it starts to repeatedly confirm with
the workload VxRail Manager that whether the entire workload VxRail cluster can be shut down. The settings of
the shutdown polling interval and the number of polls described in Shutdown polling configuration on the
previous page determine the period of repetitive confirmation.

3. Once the workload VxRail cluster confirms that it can be closed within the pre-defined period, the plugin will start
to shut down the entire workload VxRail cluster and push the event log about Plugin shutdown VxRail cluster
success to the workload vSphere.
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Figure 3.46 Plugin Shutdown VxRail Success Log
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NOTE: If the specified time is exceeded and it is still impossible to confirm whether the workload VxRail can be closed,
then the shutdown operation will be aborted, and the event log VxRail shutdown failed will be pushed to the workload

vSphere.

Figure 3.47 VxRail Shutdown Failed Log
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4 Troubleshooting

4.1 Uninstall the Software

1. Uninstall all the registered information on the plugin interface, including the vSphere, VxRail Manager, and the
Thermal Insight.

2. Shut down the virtual machine on the vSphere interface and delete the virtual machine.

4.2 Common Issue

Table 4.1 Troubleshooting

Solution

If the plugin alarm is not eliminated after the
Check whether the Thermal Insight alarm is cleared first. If not, you can manually end the alarm on Thermal Insight.
power supply is recovered.

In the VxRail Double-vSphere Mode, the

workload VxRail can install and run the Thermal
: In this case, you can use the workload VxRail to manage and shut down other VxRail
Insight plugin to shut down other VxRail

clusters.
The following conditions may cause plugin registration failure:
. The authentication information entered is incorrect. In this case, confirm the information and try again
Plugin registration failure. . If you have previously registered the plugin, but an abnormal situation occurs when uninstalling the plugin, the alarm

information of the Vertiv device is retained in vSphere, and this information may cause the plugin registration to fail. In
this case, enter vSphere first to manually delete the global alarms and custom alarms of the Vertiv device, and then
restart the plugin registration process.
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Appendices

Appendix A: Technical Support and Contacts

A.1 Technical Support/Service in the United States

Vertiv Group Corporation

24x7 dispatch of technicians for all products.
1-800-543-2378

Liebert® Thermal Management Products
1-800-543-2378

Liebert® Channel Products
1-800-222-5877

Liebert® AC and DC Power Products

1-800-543-2378

A.2 Locations

United States
Vertiv Headquarters
505 N Cleveland Ave
Westerville, OH 43082
Europe
Via Leonardo Da Vinci 8 Zona Industriale Tognana
35028 Piove Di Sacco (PD) Italy
Asia
7/F, Dah Sing Financial Centre
3108 Gloucester Road, Wanchai

Hong Kong
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